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CHAPTER 1

INTRODUCTION

Intent of this Guide

The Enhanced ONYX Svstem V Administrator Guide 1is a reference

manual. Its goal is to inform and instruct a UNIX system
administrator on those functions that must be performed to estab-
lish, manage, and maintain a UNIX system successfully. This

guide is but one of the resource "tools"™ available to help the
svystem administrator in effectively performing this job.
How to use this Guide

This section describes how to use the Enhanced ONYX System V¥
Administrator Guide.

The guide is divided into topics, each represented by a chapter
with its own table of contents, and a list of illustrations if
applicable, In addition, each chapter has a preface that
describes the topic and the learning goal to be achieved.

All section headings appear in bold type. Sub-section headings,
if any, are underlined.

For example:
This is a Section Heading

This is a Sub-Section Heading

———

The page numbering format reflects the chapter and page currently
being addressed. (e.g., "1-1:" chapter 1, page 1).

Page "header" information contains the chapter and topic that are
being discussed.

The terms "Caution" and "Warning" refer to important information
that should be noted by the system administrator. Caution is
used to inform the administrator of some sSpecial circumstance
relative to the execution of a procedure or a UNIX command.
Warning is used to warn the administrator that failure to folleow
a 38pecific procedure or improperly using a specific UNIX command
could result in damage to the system or loss of system data.
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CHAPTER 1 : INTRODUCTION

Where elaboration of a specific topic would extend beyond the
scope of this guide, an explicit reference is made to the docu-
ment which contains the needed additional information.

Procedural instructions are organized in numbered steps, each
followed by the task to perform,

For exahple:
PROCEDURE: Title
1. Do this ...
2. Now do this ...
In those procedures where a command or action is requested to be
performed, the command or action appears in bold type, immedi-
ately followed by the system's response,
For example:
PROCEDURE: Display a file's contents
1. Display the contents of a file.
$ cat [file name] <er>
[ The file's contents are displayed ]

$

Locating the Subject

To locate a subject, first look at the main contents page in the
front of this guide, then select the chapter that best fits the
question in mind. Next, advance to that chapter's table of con-
tents and scan its list of subtopics for the one that specifi-
cally applies. '

Description of Tepies

The topics in this guide address what a UNIX system administrator
needs to know and the functions that need to be performed.

Chapter 2 "The UNIX Operating System"

This chapter provides a géneral overview of the major features
and structure of the UNIX system.
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CHAPTER 1 INTRODUCTION

Among these topics are:
¢ File system's structure, files, directories
@ lLogical device structure
e Process control, structure, and memory management
¢ The user interface
®¢ Svstem accounting, protection and printer spooler
e¢ Communication vehicles and methods
@ [nhancements to UNIX

] UNIX syvstem environments

Chapter 3 "Installing A New Version Of UNIX" '

This chapter provides a list of general tasks and considerations

for installing a new version of UNIX on a currently operating
system. :

Chapter 4 "Getting Started"

This chapter describes the tasks and considerations for initially
setting up a UNIX system,

Theyv include:
e Transferring data from tape to disk
@ Loading the operating system into memory
@ Verifying syvstem integrity
@ Moving between the various UNIX environments
e Configuring the system
e Backing up and rebuilding the operating system
¢ Required system accounts and directories
e¢ Starting up and shutting down the system

@ Documenting the system
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CHAPTER 1 ' INTRODUCTION

Chapter 5 "The Daily Routine"

This chapter describes daily management and maintenance of a UNIX
system,

The functions for this are as follows:
e System startup and shutdown
e Data storage resource management
@ Saving and restoring user data
e Altering files and directories
e Creating new user accounts
® Managing user processes
e Communicating with the users
® Running system accounting
e System protection and security

e Handling user problems and resolving system errors

Chapter 6 "System Expansion”

This chapter describes how to add extra or different peripheral
devices such as printers and disk drives to the system.

Chapter 7 "Handling Syvstem Problems™"

This chapter describes how to define, isolate, and correct system
problems. '

These topics include:
e System diagnostic tools
@ Crash procedures
e Emergency shutdown

® Who to call
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CHAPTER 1 INTRODUCTION

Related Documentation

The following sources of information will be helpful to the sys-
tem administrator:

@ FEnhanced ONYX System V USER REFERENCE MANUAL
) Ehhanced ONYX System V PROGRAMMER REFERENCE MANUAL
e Fnhanced ONYX System V ADMINISTRATOR REFERENCE MANUAL

e ONYX 6810 MICROCOMPUTER SYSTEM USER'S GUIDE for the sys-
tem .

e SOFTWARE RELEASE NOTICE

The first three manuals focus primarily on the “command" |usage
aspects of a UNIX system.

Periodically, changes are performed to the UNIX system software
to enhance performance or correct some software anomaly. These
changes, and any associated implementation instructions, appear
in a "SOFTWARE RELEASE NOTICE" (SRN). These SRN's contain all
the information necessary to effect the change. Each SEN
thereafter should become a part of this guide.

Duties of the System Administrator

The duties of a System Administrator fall into two general
categories:

e System activity management

® User management

System Activity Management

This category describes daily tasks which ensure continued system
efficiencyv.
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CHAPTER 1 INTRODUCTION

These tasks include:
¢ Starting up the system
®¢ Monitoring system process activity
¢ Managing the data storage
® Altering svstem attributes
e Managing system accounting
¢ Handling system problems
In addition to these functions, the system administrator should

also maintain historical records pertaining to system configura-

tion, system problems, data backups, System wusage, and system
security.

User Management

This category caﬁ be divided into three main elements:

e Educating users

¢ Informing users

e Handling user problems
Many problems can be avoided if the user has a basic wunderstand-
ing of how to use the computer. The responsibilty for providing

this knowledge generally rests upon the system administrator.

Some of the areas in which the wuser should have knowledge
include:

e How to "log" into the system

e How to create, edit, and print files

e How to "move about" through the file system structure

e How to maintain system security

e When and who to ask for help if a problem arises
Users should be kept apprised of changes or events invelving the
system which might have an impact on their work. Some of these
events include: reconfiguration of the system, addition of spe-

cial hardware or software features, scheduled maintenance, and
system problems,

Onyx Systems, Inc. 1-6 Revised (5/85)



CHAPTER 1 INTRODUCTION

The UNIX system, as will be seen in later chapters, provides a
number of wavs to accomplish this task easily.

Users can and will, in the course of learning to manipulate the

UNIX system, "pilot themselves into a black hole, from which
there is no obvious escape." "Pilot errors," as they are often
called, mayv involve: improperly exiting from an edit session,

attempting to access a restricted file, or using incorrect com-
mand syntax.

These tvpes of problems are generally easy to solve. However, it
is important for the system administrator to listen to the users!'
problems because their interaction with the system is more con-
stant. Users can inform a system administrator of subtle changes
in system performance or actions that might indicate a more seri-
ous underlying problem,

Setting Up Procedures
This section provides certain considerations for setting wup a

UNIX system,.

First Encounter

Upon receiving the system, the system administrator should verify
that all the items necessarvy to effect the installation are
present. Onyx provides a "checklist" just for this purpose. All
discrepancies should be noted, and the proper people should be
notified in order to obtain or replace missing or damaged parts.

Familiarization

Before attempting to use the UNIX operating system, the system
administrator should become acquainted with the various manuals
and documentation provided. Skipping this step can create
unnecessary problems and delays in the installation of the sys-
tem.

If there are any procedures that are not understood, the system
administrator should contact the technical support staff of the
sale organization from whom the system was purchased for help.

Initial System Loading

Upon configuring and activating the system hardware, the system
administrator should perform any tests and diagnostics that may
be suggested by the instructions,.

Once satisfied that the hardware 1is functional, the system

administrator should start transferring the UNIX operating system
from tape to disk.

Onyx Systems, Inec, 1-7 Revised (5/85)



CHAPTER 1 INTRODUCTION

Once the transfer is completed, further tests can be performed to
verify that no errors occurred during this process and that all
the necessary files and directories are intact.

System Configuration Planning

Planning the system configuration involves determining the fol-
lowing:

e The number of user accounts to be installed

e What peripheral communication devices are to be supported
e What other special peripheral devices are to be supported
e Whether or not system accounting will be used

¢ What system protection and security measures will be used
@ Disk file system initialization

¢ Anv other special changes/additions needed to accommodate
specific system requirements o

Oonyx Systems, Inc,. 1-8 Revised (5/85)



TABLE OF CONTENTS

CHAPTER 2

Preface ..iuiiiieriisnenaorsssonessssonee
UNTIX Overview ..ceeececees ceerssees e
Major Features ..... ces s cseacans
Printer Resource Scheduling .........
System Accounting ...eiieceesnccoasass
System Protection ..ueeeeeeeeeeseenss

Communications ....ceeeveeeences ceens

Onyx Changes and Enhancements to UNIX

UNIX System Environments ....ceeeeeee

SUMMAEryY «.ieeeeeronen e s s s s e s s e s s e

LIST OF TLLUSTRATIONS

Logical File Svstem Structure .......

Logical Device Interaction Scheme ...

Where The Shell Fits In The UNIX System

Onyx Systems, Inc,

Revised (5/85)



CHAPTER 2

THE UNIX OPERATING SYSTEM

Preface

‘This chapter describes the structure and major feature content of
the UNIX operating system. The goal of this chapter is to help
the system administrator achieve a fundamental understanding of
this structure, its features and tools, as they apply to the job
of UNIX system administration.

It should be noted that if you're already familiar with the UNIX
svstem, then you may want to proceed directly to Chapter U4,

UNIX Overview

The UNIX operating system was born out of the need to have a com-
puting environment in which ©programmers could comfortably and
effectively pursue their programming research endeavors, This
was the goal the Computing Science Research Group at Bell Labora-
tories set out to achieve, and did.

UNIX has undergone many changes since that original version in
1968. Over the past seventeen years, it has been enriched in
flexibility and power; and it has grown in popularity, expanding
its followers far beyond the academic sphere of the universities
and firmly into worlds of business and government,

Now that you have an idea of How the UNIX operating system came
into being; let's discuss What the UNIX operating system is,

The UNIX operating system is:

e An INTERACTIVE SYSTEM
e A MULTI-TASKING SYSTEM

¢ A MULTI-USER SYSTEM

Interactive System

By this it is meant that a user enters commands, and the system
obeys these commands and displays appropriate responses.
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CHAPTER 2 OPERATING SYSTEM

Multi-tasking System

This means that a user can instruct the system to perform a
number of tasks (called "processes") at the same time, freeing
the user to concentrate on a new set of tasks,

Multi-user Svstem

This attribute allows more than one user to use the system at the
same time, It comes as a natural consequence of the "multi-
tasking" system just described: the system can attend just as
easily to multiple users at the same time as it can to multiple
- processes at the same time. '

The Major Parts of UNIX

The UNIX operating system, though complex in appearance, can be
divided into three major parts: the Kernel, the File System, and
the Shell.

The Kernel manages all device resources of the system such as the
disk drive, tape drive, terminals, communication lines and any
other devices,

The File System provides organization for the data that will be
created by users and stored on disk or tape.

The Shell makes UNIX an interactive system. The shell listens and
interprets the commands a user enters from a terminal.

In UNIX, a command is often called a "utility"™ Dbecause it per-
forms a wuseful set of tasks for a user. Concurrently, the term
"utilities" refers to all the UNIX commands collectively. These
terms appear often throughout this guide.

Major Features

The following text provides a conceptual look at the major attri-
butes of the UNIX system,

File Systems

A file system represents an allocated area of disk storage for
which its size and boundaries have been established, Under nor-
mal operation, a system's disk storage may be partitioned into
many file systems. This is desirable because UNIX treats each
file system and the contents therein as a separate entity, capa-
ble of being "removed" from the system (transferred between tape

and disk) without disturbing any other file system or its con-
tents. :
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CHAPTER 2 OPERATING SYSTEM

However, the desirability of this feature does not come without
some restrictions:

e¢ File system contents cannot be truncated into another
file system,

¢ File systems cannot bridge between physical disk drives.

File systems within the UNIX system are accessed through an
assigned directory "name" (e.g., F1, F2 etc.).

Figure 2-1, "Logical File System Structure," 1illustrates the
various components involved, and shows their relative order of
occurrence within a file system,

Let's briefly explain the function each of these components
serves,

The Boot Block is the very first block (block 0) of a file sys-
tem, It 1s where the information needed to "bootstrap" a UNIX
system would be put. In general, this bootstrap information
exists only in one file system of a UNIX system. Therefore, the
boot block for the other file systems has no real significance.

The Super-Block (block 1) of every file system contains the major
pieces of information about that file system such as its size in
blocks, the file system name, number of blocks reserved for i-
nodes, the free 1i-node list and the start of the chain of free
blocks (those blocks that are available for use).

"What is an i-node?" An i-node is an object which contains infor-
mation that describes a file on the UNIX system. Therefore,
every file on the system will have an associated i-node. In the
UNIX system, i-nodes are represented by a number.

The number of i-node blocks depends wupon the total number of
blocks established by a file system,.

Along with the descriptive information, each i-node contains
"pointers" to the location of the blocks that comprise that file.
These pointers are very important because in writing data to the
disk, the disk will attempt to place the data contiguously (next
to each other); however, if it cannot do so, it will place the
data wherever it can find a free sSpace within that file system.
Without these pointers a file could never be reassembled.

Note: each "logical" block reported by the UNIX system wutilities

is 512 bytes in size; however, "physical" blocks (disk) are 1024
bvtes in size.
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CHAPTER 2 OPERATING SYSTEM
When UNIX is installed on the Onyx computer system, four file
svstems are initially configured.
The four file systems are:

e ¢0d0s0 -- the reserved area

e ¢0d0s? -- the "root"

¢ ¢0d0s2 -- the "swap" device

e¢ <¢0d0s83 -~ the "usr"
The ¢0d0s0 or reserved area file system is 1188 Dblocks in size
and contains the system bootup data and disk configuration infor-

mation.

The ¢0d0s1 or root file system is 8,000 blocks in size and is
where UNIX resides, :

The ¢0d0s2 or swap device file system is 3,000 blocks in size and
serves as the temporary storage space for process data that is
"swapped-out" during system operation,

The ¢0d083 or usr file system contains all additional wuser com-
mands and their libraries.

Files and Directories

Within the UNIX scheme of data organization, two more instruments
are employed to control and define this organization further:
files and directories.

A file can be thought of as a "box" in which data is placed, and
then 1labeled with a "filename." The most important part of this
box is its filename because it is through the reference of this
filename that you can address and manipulate the data contained
therein.

A directory is simply a file which contains informatien about
other files or other directories called "sub-directories.”

The overall relational structure of files, directories, and file
systems has been described as an "upside down tree" having its
base or "root" at the top and its branches reaching out and down-
ward from the root,
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CHAPTER 2 ' OPERATING SYSTEM

The method used by UNIX to traverse these branches and 1limbs 1is
called a pathname. Pathnames, like road maps, provide directions
for how to get from one place to another. For example: A user
wants to print a file named "apple," and apple is contained in a
directory named "fruit," for which both apple and fruit reside in
a second file system named "F2."

The pathname in this case looks like:

[command] /F2/fruit/apple

The first slash ("/") in the pathname is the symbolice
representation (name) for the "root" file system, which is always
the starting point. Subsequent slashes instruct the system to
continue searching for the file from the last named directory in
the path,

As you examine the file system, certain files may appear which
possess suffixes of ",o0," ",h," and ".c." These suffixes
indicate the file is of the binary object type, a "C" language
Header-include type or a "C" language source file, respectively.

Note: other suffixes such as: ".a," ".f," ",cbl,"™ and ".s"
indicating file types of archive, FORTRAN, COBOL, and assembler
respectively may also appear.

Logical Device Structures

A M"logical device" deals primarily with the Kkernel-to-user
communications portion of the UNIX system. Three major elements
are involved in this communications process: the 1logical device
file, the device driver, and the device electronics.

A logical device is simply a special file which contains
information that the kernel will use when a user is communicating
with a peripheral device such as a disk drive, tape drive,
terminal, or some other device,

A device driver is a program deeply embedded in the kernel which
provides the intelligence necessary to communicate directly with
the "device electronics.”

Figure 2-2 , "Logical Device Interaction Scheme," examines the
relationships among each of the components involved, and shows
the flow of interaction between a user and a device.

Logical device files can be of two types: "blocked 1I/O" and
"character I/0."
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CHAPTER 2 OPERATING SYSTEM

The "type" of a logical device will depend upon the requirements
of the device driver it is interfacing with. Both blocked and
character refer to the manner in which the device driver accepts
data, and I/0 is short for Input/Output.

In blocked mode, data will be assembled in groups of a specific
size prior to being transferred to the intended device., 1In UNIX,
each block typically includes 1024 bytes of data. One of the
peripheral devices which uses blocked I/0 is the disk drive.

In character mode, data will be dealt with on a character-by-
character basis. A typical peripheral device which uses this
type of 1/0 is the terminal.

One of the reasons that some devices work in blocked mode, while
others use character mode, relates to the action that is going to

be performed on or to the data. If the action is one of moving
large amounts of data from one place to another, where no
interpretation of this data is required, the Dblocked mode 1is

employed for speed and efficiency. Where the interpretation of
data is necessary, character mode is used.

Note: sSome devices utilize both of these modes of data transfer.
In addition, the device files <concurrent to these modes are
contained in sub-directories in /dev (e.g., "/dsk," for blocked
disk mode and "/rdsk," for character disk mode.)

Logical device files in the UNIX system are contained in the /dev
directory. Generally, they may appear like this:

crw--w--w- 1 root 0 8, 1 (date/time) filename
Where:
¢ = mode: "b" if blocked "c¢" if character
rw--w--w- = file permissions field
1 = number of links to other files
root = the owner
0 = group it belongs to

8,
1

major device number
minor device number

The major and minor device numbers determine what class of device
driver (major) is to be wused and the specific device (minor)

itself. The other fields mentioned are discussed in detail 1in
subsequent chapters.

The mnemonic names used for device driver files in this version
of UNIX are quite different from those used in prior released
versions, For example, in UNIX System III the root file system

device file is named "rp1;" however, in this version it is named
"c0dOs1."
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The naming convention format used in this version is as follows:

¢c0d0s1

Where:
Cc =

d =

the hardware controller device being requested.
In this case, "cO" is the disk controller,

the device driver being addressed. In this case,
"o" indicates the first disk drive.

the file system being addressed. 1In this case,
"1" is the root file system,

In addition, there are other differences pertaining to device

driver files and how to address them which are discussed in sub-
sequent chapters of this guide.
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CHAPTER 2 OPERATING SYSTEM

Process Structure

As described earlier, the UNIX system is a multi-tasking operat-

ing system, In UNIX, processes can be executed in one of two
environments:

e Foreground
® Background

A foreground process is one for which the interaction between the
user and the invoked process is maintained until the task has
concluded and the results have been conveyed. Therefore, a user
can execute only one process in the foreground at a time,

A background process is one that, once invoked and . placed 1into
this environment by a user, will execute independently and
require no further interaction between the user and the process.
Therefore, a wuser is able to perform multiple tasks at the same
time, A process is placed in the background environment by
appending an ampersand (&) to the end of a command line.

The system keeps track of these processes and who owns them by
assigning to each process a process identification (PID) number.
This PID number is conveyed to the user who originally invoked
the process; it is prudent for the user to make a note of it in
the event it becomes necessary to terminate the process manually.

Another aspect of a background process is that it may draw upon
the resources of another process if required to complete its
task.

The relationship between a background process which calls another
process 1is a parent (the calling process) and child (the called
process) relationship.

A parent process may have many "children" tied to it. However, a
parent process cannot conclude until all of its children
processes have completed their tasks.

Process activity is recorded and constantly updated by the UNIX
system. It can be viewed with the ps(1) command. The use of
this command and the management of processes are discussed in
subsequent chapters of this guide.

Memory Management

In general, the computer memory serves as the system's workplace.
Data is brought into it, manipulated, and then returned to where
it came from or to some other designated place. How well a com-
puter system performs is, in part, dependent upon how fast its
electronic memory operates and how efficiently the memory is
managed.
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Memory management has both software and hardware connotations,
In the hardware sense, "management" applies to the control of the
electronic mechanism that transfers data to and from memory and
keeps track of where data is placed.

The software aspect pertains to making the decisions  involving
what data is to be transferred and when this transfer is to take
place.

This discussion is confined to the general software aspects of
memory management,

In the UNIX system, this management task takes the form of a
priority scheduling and a memory allocation control scheme. When
a process is invoked, the UNIX system will scan a table contain-
ing a 1list of all the processes currently in progress and those
waiting to be performed. The system will then add this new pro-
cess to that 1list. Processes are generally 3serviced on a
"first-in-first-out" (FIFO) basis. However, there are some
exceptions which pertain to special processes that help maintain
system integrity in terms of: updating the system's knowledge of
new or altered files and directories, and attending to processes
which "listen" to a user's terminal. These types of processes
have high priority, and therefore can supersede this FIFO scheme,

The priority assigned to a process, as described above, is pri-
marily controlled by the system; however, a user can manually
assign a process priority number by using the nice(1) command,.

The second part of memory management mentioned above 138 the
"memory allocation" control scheme.

Before a process can be performed, the UNIX system must determine
if there 1is enough memory available to accommodate all the data
needed by the process to accomplish its job. The memory manage-
ment programming in the kernel makes this determination. The
actual task of memory resource allocation 1is performed by the
"sSwapper" programs.

The swapper(s), "swapin" and "xswap," handle those situations
where a reallocation of the memory resource is needed to accommo-
date a process whose priority deems it is to be serviced immedi-
ately. The xSwap program temporarily moves another process's
data from memory to disk storage, and then places the priority
process's data into that memory location. The swapin program
puts back the swapped process's data into memory as soon as the
priority process has completed.

User Interface

What is meant by a "user interface?" Simply ¢this: it 1is the
vehicle through which a wuser's requests are communicated and
interpreted by the computer operating system.
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CHAPTER 2 OPERATING SYSTEM

In a broad sense, the computer terminal could be <considered a
user interface because it is one of the vehicles used to communi-
cate with a computer system. However, the discussion is 1limited
to the UNIX software aspects that interplay and support interac-
tion between user and computer.

As previously mentioned, the shell is thought of as being one qf
the major components of the UNIX system. (See Figure 2-3, "Where
the Shell fits in the UNIX Svstem.")

The shell is a program which acts as an "interpreter," 1listening
to those requests that a wuser enters from a terminal, and
translating them into actions on the part of the kernel or some
other system program. However, without limiting the generality
of the foregoing, the shell possesses much power. It has many
special attributes that provide flexibility for a user when work-
ing within the UNIX system.

For instance, the use of pathnames and the placing of a process
in "background" are functions of the shell, The ability to
direct a process's input or output is an attribute of the shell;
and the construction of simple or complex programs without need-
ing to be a "programmer" can be accomplished through the shell,

Examples of shell programming, also known as "shell scripts," can
be found throughout the UNIX system, Programs such as "rec,"
" . profile,"” and "shutdown" are shell scripts created to perform
various system tasks automatically.

The point here is that the system administrator should take the
time to become familiar with this particular UNIX facility.

There are two shell environments available under this UNIX sys-
tem:

¢ The native Bourne Shell (sh)
e The Berkeley C-shell (csh)

The Bourne Shell was so named by its creator, Mr. S. Bourne of
Bell Laboratories; the C-shell was so titled by the group who
developed it at the University of California at Berkeley. The
differences between these shells lie in feature content.

The system administrator can find additional information about
the shell sh(1) and the C-shell esh(1) in the Enhanced ONYX Sys-
tem V USER REFERENCE MANUAL.

Another aspect under the topic of wuser interface is the user

"account." An account is basically a software representation of
a person who has been granted access to a UNIX system,
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